HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
UNIT 30400
APO AE 09131

STAFF MEMORANDUM
NUMBER 40-2 4 June 2001

INTELLIGENCE

Oversght of Intelligence Activities

1. Summary. To establish policies, procedures and responsibilities for the oversight of
intelligence activities within HQ USEUCOM.

2. Applicability.

a ThisDirective gppliesto dl intdligence activitiesin USEUCOM. It gppliesto dl
USEUCOM staff dements with intelligence activities; dl joint task forces, al subordinate joint
commands,; Special Operations Command, Europe (SOCEUR); the Joint Andysis Center (JAC);
and subordinate Nationa Intelligence Centers (NIC).

b. Thisdirective does not gpply to the intdligence activities of USEUCOM component
commands. Oversight activities of the component commands are conducted and reported to their
services under service regulations.

3. Internal Control System. This Directive containsinterna control provisions and is subject
to the requirements of the internd management control program. For HQ USEUCOM and
subordinate joint organizations, the gpplicable internd control directiveis ED 50-8, Interna
Management Control Program.

4. Suggested | mprovements. Staff proponent for this Directive is ECI2- SSO, Intelligence
Directorate. Forward suggested improvements to HQ USEUCOM, ATTN: ECJ2-SSO, Unit
30400, APO AE 09131.

5. References.
a Executive Order 12333, "United States Intelligence Activities.”
b. DoD Directive 5200.26, "Defense Investigative Program.”
c. DoD Directive 5240.1, "DoD Intdligence Activities."

d. DoD Regulation 5240.1-R, "Procedures Governing the Activities of DoD Intelligence
Components that Affect United States Persons.”

This Staff Memorandum supersedes SM 40-2, dated 29 Apr 95.



SM 40-2 4 June 2001

e. Joint Chiefs Of Staff (JCS) MCM-75-91, "Oversght of Intdligence Activities"

f. CICSI 5901.01, "Conduct of Inspections, Investigations, and Intelligence Oversight.”
g. EUCOM Directive (ED) 125-4, "The USEUCOM Inspector General."

h. Army Regulation 381-10, "US Army Intelligence Activities."

6. Definition of Terms. See Appendix A.

7. Responsibilities.

a USEUCOM Directorate of Intelligence (ECJ2) will:

(1) Appoint an 1O Officer and 1O Training Officer for USEUCOM (one person may fill
both positions). This person or persons will direct the USEUCOM 10 Program IAW with this
directive and its references.

(2) Formulate dl policy and procedura guidance on IO compliance for USEUCOM
ECJ2 and subordinate joint intelligence organizations (excepting the components) IAW
references a-h.

(3) Deveop an 10 training program and ensure it is effectively implemented,
maintained, and documented by dl ECJ2 divisons and subordinate joint intelligence activities.

(4) Deveop an 10 sdf-ingpection program and ensure it is effectively implemented,
maintained, and documented by ECJ2 divisions and subordinate joint intelligence activities.

(5) Provide ECIG the name, phone number and title of individuals for eech USEUCOM
intelligence activity (except the components) who are gppointed to 10 Officer and Training
Officer pogitions. Include updates of thislist with each quarterly report to ECIG.

(6) Provide quarterly 10 activity reports to ECIG who consolidates inputs from dl
intelligence activities. Submit the reports NL T five working days after the end of each quarter
ending the last work day of DEC, MAR, JUN, and SEP. Reportswill follow the format at
appendix C. Negative reports are required.

b. USEUCOM Ingpector Generd (ECIG) will:

(1) Monitor, ingpect, assess, and evauate Intelligence Oversght (10) activities. Conduct
a least one intelligence oversght ingpection quarterly.

(2) Coordinate selection of activities for intelligence oversight ingpections with ECJ2.
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(3) Ensure procedures exist for reporting questionable activities and that personnd are
aware of their respongbilities for reporting such activity. Include review or ingpection of other
areas in conjunction with 10 activity ingpections as directed by CINCEUR.

(4) Report ingpection results to the DCINCEUR; recommend actions to correct
deficiencies or to improve inspections and monitoring of the thester 1O Ingpection Program.

(5 Report any questionable intdligence activity immediately to the Joint Saff 1G on
behaf of USCINCEUR.

(6) Prepare and submit quarterly 10 activity report to the Joint Staff IG NLT 15 working
days after the close of each quarter ending on the last work day of DEC, MAR, JUN and SEP.
Negative reports are required. Report will include information as shown in the report format at
enclosure/appendix C.

¢. USEUCOM Staff Judge Advocate (ECIA) will:

(1) Providelegd interpretation of references ah, legd advice, and ass stance concerning
1O issues.

(2) Provide rdeasability review of information requested for release by other agencies
normally provided for under procedure four of ref e.

(3) Report to ECIG, no later than 10 working days after the end of a quarter, any
information received regarding questionable intdligence activities. Negative reports are
required.

d. USEUCOM gaff representatives and subordinate joint intelligence organizations will:

(1) Appoaint inwriting an 10 Officer and Training Officer reponsible for managing the
IO Program within their division or subordinate joint intelligence activity and for coordineting
and reporting on 10 matters with the USEUCOM 10 Officer.

(2) Conduct IO training.

(@ Each 10 Officer will conduct initid 10 training of al personne within 30 days of
ther arrival at the activity. (See Appendix D) Initid training will emphasize Procedures 1-4, 14
and 15 of DoD 5240.1-R (Appendix G). Initid training will be documented by using
Acknowledgement Statements. These statements will be made available to ingpectors. Initid 10
training will be reflected in the quarterly reports.

(b) At HQ USEUCOM, annud refresher training will be conducted and documented
by the HQ USEUCOM 10 Officer. Annud training at HQ USEUCOM and other intelligence
activities must be documented in such away asto clearly show inspectors that the training was
conducted and that dl activity personne received the training.
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(3) Conduct Sdf-Ingpection. All USEUCOM intdligence activities will conduct
quarterly sdlf-ingpections. These self-inspections will follow the format shown a gppendix C
and will indludefilesreview of adminidrative files, computer files, intelligence files, and
databases. The sdlf-ingpection will include interviews of twenty-five percent of personnel
assigned to the activity to ensure determine if personnel remain aware of 10 and their
respongihilities. 10 Sdlf-Ingpection results will be reported in quarterly reports. (See Appendix
B) for an example of sdlf-ingpection.

(4) Subordinate intdligence activitieswill submit quarterly 10 reports to the USEUCOM
1O Officer NLT thefirst work day after the end of the quarter. (See Appendix C) for example of
aquarterly report.

(5) Report 10 incidents. All 10 representatives are responsible to investigate and report
IO incidents or suspected incidents to the USEUCOM 10 Officer asthey are discovered. 10
representatives will investigate the matter interndly, collecting the materid in question,
interviewing persons involved and determining the reason for obtaining, processing and retaining
the materia. 10 representatives will forward a complete report of the findings to the USEUCOM
1O Officer within five working days of incident's discovery. (APPENDIX F)

FOR THE COMMANDER IN CHIEF

OFFICIAL: DANIEL J PETROSKY
Lieutenant Generd, US Army
Chief of Staff

DAVID R. ELLIS
LTC, USA
Adjutant Genera

DISTRIBUTION
P

APPENDIXES:

A - Explanation of Terms

B - 10 Quarterly Sdlf Inspection
C - 10 Quarterly Report

D - IO Activities Training

E - 10 Training Book

F - 10 Incident Reporting

G - 10 Procedures
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APPENDIX A
Explanation of Terms

A-1. USPERSONS: A US Personisdefined asacitizen of the United States; an alien known
by the intelligence agency concerned to be a permanent resident alien; an unincorporated
association organized in the United States or substantially compaosed of US citizens or permanent
resdent aiens, or acorporation incorporated in the United States, except for a corporation
directed and controlled by aforeign government or governments.

A-2. QUESTIONABLE ACTIVITY: Any intdligence collection activity not conducted
pursuant to and in accordance with Executive Order 12333 and DoD regulations.

A-3. COLLECTION: Information shdl be considered as* collected” only when it has been
recelved for use by an employee of a DoD intelligence component in the course of hisher
officid duties. Thus, information volunteered to a DoD intelligence component by a cooperating
source would be “ collected” under this procedure when an employee of such component
officidly accepts, in some manner, such information for use within that component. Data
acquired dectronicaly means “collected” only when it has been processed into an intelligence
form.

A-4. COOPERATING SOURCE: Personsor organizations that knowingly and voluntarily
provide information to DoD intelligence components, or access to information, at the request of
such components or their own initiative. They include government agencies, law enforcement
authorities, credit agencies, academic indtitutions and foreign governments.

A-5. ADMINISTRATIVE PURPOSE: Information is collected for adminigtrative purposes
when it is necessary for the administration of the component concerned but is not collected
directly in performance of the intdligence activities. Examples indude information relating to

past performance of potential contractors; information to enable such components discharge their
public affairs and legidative duties, employee training and personnel records.

A-6. AVAILABLE PUBLICLY: Information that has been published or broadcast for the
generd public consumption, is available on request to amember of the genera public, could
lawfully be seen or heard by any casual observer, or is made avallable at a meeting open to the
generd public. In this context, the genera public dso means generd availability to personsin a
military community even though the military community is not open to the civilian generd

public.

A-1
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ANNEX B
10 Quarterly Sdf-1nspections

1. Each 10 representative is responsible for conducting quarterly self-ingpections of their
respective divisons.

2. Ataminimum 25 percent of the activity’ sfiles and databases will be reviewed for
compliance with 10. Theintdlligence oversight representative will ingpect intelligence files and
databases for any information that contains information regarding to U.S. persons. Thisincludes
biographica information, names, SSANS, and any other detailed information about U.S. persons.

3. Personnd Interviews. Five percent of activity personnd will be selected a random and
questioned on their knowledge of 10. Persons questioned should be familiar with:

a Definition of aU.S. Person

b. Purpose of Intdligence Overdght

c. What is questionable activity

d. 10 reporting chain

e. Whoisthe EUCOM |0 Office and unit IO Representative

f. Procedures 1-4, 14, 15.
4. Flesreview: Ingpect 25 percent of files maintained in the organization for IO compliance.
Thisindudes al adminidrative files logigtic files, computer files and intdlligencefiles. 10
representatives will ensure that no files contain information on U.S. personsthat are being used
for inteligence purposes without having proper authorization or judtification thesefiles. In

addition to files review each representative will review individud intelligence oversight training
filesto ensure their personnd are up to date with intelligence oversight training requirements.

B-1
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APPENDIX C
IO Quarterly Report

1. Each 10O representative must provide a quarterly report NLT 1 working day at the end of the
quarter. The quarterly report will consist of the following:

a Number of personnd recaiving initid briefing.
b. Number of personnd receiving refresher training.
c. Number of personnel questioned regarding 1O knowledge.
d. What files were reviewed and results of the review.
e. 10 incidents during the quarter.
f. Name and phone number of 10 representative.
2. Thefollowing isan example of an |O Quarterly Report.

ECJ2-SSO Date

MEMORANDUM FOR EUCOM Intdligence Oversght Officer

SUBJECT: 1% Qtr FY 00 10 Report

1. Thefollowing IO information is provided for (your division, i.e. J25, J23 etc)
a Activity 10 representative:
b. Activity 10 representative phone #:
C. Number of initid briefings
d. Number of refresher briefings:

e. Number of personnd interviewed:

f. Description of filesreviewed: (A 25% review of computer files revealed no information
was retained which violated any Intelligence Oversight Procedures)

C-1
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APPENDIX C (Cont)

IO Quarterly Report

0. Number and description of any 10 incidents:
2. POC (Name, Office symbol and phone number)

Signature Block
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APPENDIX E
Intelligence Oversight Book
1. All 10 representatives will maintain an 10 book. The book may be abinder, afile, or it may
be formaited to best suit theindividua user. However, the following meterid at aminimum is
included in the book:
a. Appointment Orders: Appointment ordersfor the 10 officer and training officer.

b. Directivesand Regulations: All regulations and directives reference in this Directive
shdl be maintained in this book or will be readily accessible viathe Internet or CD-ROM.

c. 10 Acknowledgement Statements. All acknowledgement statements for dl assigned
personnd attesting that they have been briefed and understand 1O policy and procedures.

d. Quarterly 10 Reports: A copy of each quarterly report going back two years.
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APPENDIX F

Intelligence Oversight Incident Reporting
1. All individuas are required to report intelligence oversght incidents/questionable activities to
their activity 10 representative, EUCOM 10 Officer, or EUCOM |G upon discovery of the
incident or questionable activity.
2. 10 representatives will provide a complete report of findings to the USEUCOM 10 Officer
within five workings days of incident’ s discovery. This report can be done in amemorandum
format.

3. Falureto report 10O violations or questionable activity isin itslf aviolation of 10 policies

F-1
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APPENDIX G
Intelligence Oversight Procedures

All personnel assgned to intelligence directorates and subordinate joint inteligence
organizations a a minimum must know the following procedures

1. Procedurel: Generd Provisons. Outlines responghilities of the DoD manud and defines
who the DoD regulations gpply to as well as defining terms associated with intelligence
collection and information.

2. Procedure 2: Collection of Information about U.S. Persons. Specifies the kinds of
information about U.S. persons that may be collected by DoD intelligence components and sets

forth generd criteria governing the means used to collect such information. Additiond
limitations are imposed in Procedures 5-10 on the use of specific techniques.

Types of information that may be collected about U.S. persons.
a Information obtained with consent.
b. Publicly available information

c. Foreign Intelligence information about a U.S. person may be collected provided the
fallowing is met:

(1) Individuals believed to be officers or employees or otherwise acting for or on
behdf, of aforeign government.

(2) An organization reasonably believed to be owned or controlled directly or indirectly
by aforeign power.

(3) Persons or organizations reasonably believed to be engaged or about to engage in
internationd terrorist or international narcotics activity.

(4) Corporetions or other commercia organizations believed to have some
relationship with aforeign power, organizations or persons.

d. Potentid sources of assstance to intelligence activities. Information may be collected
about U.S. persons reasonably believed to be potentid sources of intelligence.

e. Information may be collected about U.S. persons who threaten the physical security of
DoD employees, ingdlations, operations or officid vigtors.
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APPENDIX G (CONT)

Means by whichinformation may be collected about U.S. persons.

1. Lesgtintrusve means Whenever possible information shal be collected utilizing
public available information or information obtained with consent of individua.

C. Procedure 3: Retention of Information about U.S. Persons. Pertains to information retained
by a DoD intelligence organization for the use asintelligence. This does not include information
that is used for administrative purposes.

(1) Information collected pursuant to procedure 2 may be retained.

(2) Temporary Retention: Information may be retained about U.S. persons for a
period not to exceed 90 days, soldy for the purposes of determining whether that
information may be permanently retained under these procedures.

d. Procedure4: Dissemination of Information about U.S. Persons

Criteriafor Dissemination: Information about U.S. persons that identifies those persons may
be disseminated without the consent of those persons only under the following conditions:

(1) Information was collected or retained or both under Procedures 2 & 3.

(2) Therecipient is reasonably believed to have a need to receive such information for
the performance of alawful governmenta function, and is one of the following:

a Anemployee of DoD, or an employee of a contractor of DoD, and has a need for
such information in the course of higher officid duties.

b. A law enforcement entity of the federd, State or loca government, and the
information may indicate involvement in activities which may violate laws which the
recipient is responsible to enforce.

c. An agency within the inteligence community; provided that within the
intelligence community, information other than information derived from sgnals
intelligence, may be disseminated to each gppropriate agency for the purpose of
alowing the recipient agency to determine whether the information is relevant to its
respong bilities without such a determination being required of the disseminating
DaoD intelligence component.
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APPENDIX G (CONT.)

d. Anagency of the federad government authorized to receive such information in the
performance of alawful governmenta function.

e. A foreign government and dissemination is undertaken pursuant to an agreement
or other understanding with such government.

e. Procedure 14: Employee conduct

1. Employee responghilities Employees shdl conduct intelligence activities only
pursuant to, and in accordance with, Executive Order 12333 and DoD 5240.1-R. In
conducting such activities, employees shall not exceed the authorities granted the
employing DoD intelligence component by Law, Executive Order, including Executive
Order 12333 and applicable DoD regulations.

f. Procedure 15: ldentifying, Investigating and Reporting Questionable Activities
1. All employees assgned to aDoD intelligence component must report questionable

activity to their respective 10 Officer or Inspector General. Questionable activity refers
to any activity that may violate the law or Executive Order 12333.



